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ATTENTION 

As a u n i v e r s i t y  o f f i c i a l  p r i v y  t o  the student in format ion and records included i n  t h i s  
repor t ,  you are a custodian o f  t h i s  data and responsible f o r  ensuring the pr ivacy  o f  
the records and personal in format ion.  As a custodian, you are expected t o  comply w i th  
a l l  u n i v e r s i t y  p o l i c y  and federal and s t a t e  laws regarding the use o f  student data. 

Under a new New York State law known as the ' In format ion Secur i ty  Breach and 
N o t i f i c a t i o n  Act '  d i rec ted  towards p ro tec t i ng  ind iv idua ls  from the ever- increasing 
occurrence of i d e n t i t y  t h e f t ,  Cornel l  w i l l  be required t o  n o t i f y  ind iv idua ls  whose 
personal i d e n t i f y i n g  informat ion (such as name o r  I D  number) and p r i v a t e  informat ion 
(soc ia l  secu r i t y  number, d r i v e r ' s  l icense number or  bank account/credit  card number) 
i s  maintained/owned by Cornel l ,  when i t  has a reasonable b e l i e f  tha t  such data has 
been aquired by someone without authorized access t o  such data. Cornel l  i s  subject 
t o  la rge monetary f i n e s  i f  i t  does not n o t i f y  when required.  Therefore, t o  prevent 
the requirement t o  n o t i f y  from a r i s i n g ,  i t  i s  imperative tha t  a l l  such e lec t ron i c  
in format ion be op t ima l l y  protected.  You should contact your college/department I T  
s p e c i a l i s t  o r  CIT t o  ass i s t  you i n  t h i s  regard o r  i n  the event o f  a breach. 

We a l so  want t o  remind you of your o b l i g a t i o n  under p o l i c y  4 . 5 ,  Access t o  Student 
Informat ion,  t o  respect the student 's r i g h t  t o  p r ivacy  w i th  regard t o  h is /her  
educational record, inc lud ing  grades, I D  numbers and socia l  secur i ty  numbers. 

Here are some s p e c i f i c  po in ts  o f  guidance: 

- Do not s to re  personal i d e n t i f i a b l e  informat ion as described above. 
- Grades are protected under federal  law and should not be widely accessible. 
- Remove a l l  loca l  storage and processing o f  grades o r  other student records as soon 

as p rac t i cab le .  
- Keep on ly  the informat ion tha t  you cu r ren t l y  requ i re  on your computer. A l l  other 

in format ion should be moved t o  longer-term storage and removed from your computer. 
- Think very c a r e f u l l y  about how you handle, s to re  and transmit student data. 
- Everyone, inc lud ing  TA's, i s  responsible f o r  appropr iate ly  p ro tec t i ng  

the student data they have. 
- Student soc ia l  secu r i t y  numbers should never be used. 
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